Policy on the Processing and Protection of
Personal Data for International Activities

National Academy of Art

The National Academy of Art (NAA) carries out its international activities in full compliance
with applicable data protection legislation, including Regulation (EU) 2016/679 (General Data
Protection Regulation) (“GDPR”), effective as of 25 May 2018, as well as all relevant national
data protection laws.

1. Scope and Categories of Data Subjects

Within the framework of its international activities, the NAA processes personal data of the
following categories of individuals:

Students of the NAA and their representatives;

Academic staff (lecturers, professors) and their representatives;

Administrative staff of the NAA;

Representatives of national and foreign public authorities and partner educational
institutions involved in international exchange;

« Service providers related to international mobility (e.g. travel agencies, transport
providers, accommodation providers, insurers).

2. Commitment to Data Protection

The NAA is committed to ensuring a high level of protection of personal data in connection with:

o Applications and participation in international mobility programs (including Erasmus+
Programme);

o Participation in trainings, courses, lectures, and exchanges abroad;

o Hosting foreign students, lecturers, and researchers in Bulgaria.

To this end, the NAA has implemented internal policies, technical and organizational measures,
and procedures designed to ensure the lawful, fair, and transparent processing of personal data.



3. Legal Basis for Processing

Personal data are processed on one or more of the following legal grounds under Article 6
GDPR:

Performance of a contract or steps prior to entering into a contract;

Compliance with a legal obligation;

Consent of the data subject (where applicable);

Legitimate interests pursued by the NAA, except where overridden by the interests or
fundamental rights of the data subject.

Where special categories of data (e.g. health data) are processed, this is done in accordance with
Article 9 GDPR.

4. Categories of Personal Data Processed

The NAA processes the following categories of personal data:

4.1 Standard Personal Data

Full name;

Personal identification number or equivalent identifier;
Contact details (telephone number, email address);
Banking details (for grants and payments).

4.2 Additional Data for International Mobility

Educational documents (diplomas, transcripts, student records);
Language certificates;

Employment-related information (where applicable);

Travel-related information (tickets, itineraries, accommodation details).

4.3 Special Categories of Data

Where necessary (e.g. for insurance or healthcare purposes during mobility), the NAA may
process:

e Health insurance data;
o Limited health-related information required for ensuring medical coverage abroad.



5. Purposes of Processing and Retention Periods

5.1 Participation in International Programs
Personal data are collected and processed for:
o Application, evaluation, and participation in international programs;
o Administration of mobility grants and agreements;
o Organization of travel, accommodation, and insurance.
Depending on the program, personal data may be shared with:
« National agencies;
e The European Commission;
o Other authorized EU bodies (e.g. audit and anti-fraud institutions).
Retention period:

Personal data are stored for up to 6 years after completion of the program, unless a longer period
is required by law (e.g. accounting or audit obligations).

5.2 Compliance with Legal Obligations
The NAA processes personal data to fulfill its statutory obligations, including:
e Reporting to competent public authorities;

« Financial and accounting requirements;
o Administrative management of mobility activities.

6. Data Sharing and Transfers

The NAA may disclose personal data to:

e Public authorities (e.g. Ministry of Education and Science, National Revenue Agency);
« Partner universities and institutions;
e Service providers (travel agencies, accommodation providers, insurers, IT support).

Where personal data are transferred outside the European Economic Area (EEA), such transfers
are carried out in accordance with GDPR requirements, ensuring an adequate level of protection.

All recipients are required to maintain strict confidentiality and implement appropriate data
protection measures.



7. Data Security

The NAA applies appropriate technical and organizational measures to protect personal data
against:

e Unauthorized access;
o Accidental loss, destruction, or damage;
e Unlawful processing.

Access to personal data is limited to authorized personnel on a need-to-know basis.

8. Rights of Data Subjects

Under the GDPR, you have the following rights:

Right of access — to obtain confirmation and access to your personal data;
Right to rectification — to correct inaccurate or incomplete data;

Right to erasure (“right to be forgotten”) — where applicable;

Right to restriction of processing;

Right to object to processing based on legitimate interests;

Right to data portability;

Right to withdraw consent at any time (where processing is based on consent).

Requests may be submitted electronically or in writing and will be handled within one month,
extendable where necessary in accordance with the GDPR.

9. Contact Information

National Academy of Art

Address: 1 Shipka St., 1000 Sofia, Bulgaria
Tel: +359 2 987 3328

Email: art_academy@nha.bg

Data Protection Officer (DPO):
Zhivko Pavlov

Email: dpo@gdp.bg

Tel: +359 2 492 0112



10. Right to Lodge a Complaint

If you believe your rights have been violated, you have the right to lodge a complaint with the
supervisory authority:

Commission for Personal Data Protection

Address: 2 Prof. Tsvetan Lazarov Blvd., 1592 Sofia, Bulgaria
Tel: +359 2 915 3518

Email: kzld@cpdp.bg

Website: www.cpdp.bg


http://www.cpdp.bg/

